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INTERNATIONAL
COOPERATION

» Many cybercrime
cases are cross-border.

 Use formal cooperation
channels with clear
requests.

* Requests must be
specific: timeframe,
account, data type

Always state time base
(UTC +local) and
verification method

* Act fast: log retention differs by provider
. Build_ trust with precision, transparency, and
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COMMON DISPUTES IN CYBERCRIME CASES

NAT / CGNAT PUBLIC MALWARE /
(SHARED IPS) Wi-Fi NETWORKS REMOTE CONTROL
CLAIMS
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HYPTHETICAL CASE STUDYS: PRACTICING
FORENSIC REASONING

FAKE AUDIO CLIP DOCUMENT
(( )) ALTERATION
A1 len- (=]
@ o sn]
« Obtain original /near-original = Review version history + user
file logins
« Check compression layers, » Correlate with internal Wi-Fi
timing, and voice continuity and 1P allocation
 Cross-check with login logs, « Forensic copy of suspected
device locations, and device confirms edits
ILLEGAL POST REMOTE CONTROL
VIA PUBLIC W-FI CLAIM
‘ H - || L@]
« |dentify exact pnating time = Look for remote access tools,
* Match with AP logs, internal 1B, abnormal processes, or
and account /device records C2 traffic
s Support with CCTV or « If absent, claim weakens; if

payment records present, check timeline alignment

VERIFIED QA & TRUTH
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DEFINE CLEAR
INCIDENT
ROLES . .

= — ¢

*preservation ACCESS
Start with pro ‘partial disclosure’ goLLOW NOKE
incident logging before deeper AUDIT LOGS
requests or seizures
REASONING: | €~ AODIT/
v LOGK
v
ACCESS ?KECNO COMMUNICATE
m—— '<"°W TRANSPARENTLY
(reasonsing 12:00

STANDARD /) Q

SYNC SYSTEM appendioes:
CLOCKS, PREPARE  hash values
FORENSIC IMAGING chain of custody

WORKFLOW FOR THAI ORGANIZATIONS IN DIGITAL CASES
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SELF-REFLECTION &

TRAINING
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Write scenario

in own words Sgenqrio
" U‘:ﬂ y Timeline
- = ime-base
E_ |) ? timeline gg:er:?a?e
Disclosure

Deeper
o reqngests

& Seizure

L—) c —J Usetime-

Always ground based timeline
reasoning in ‘l' Explain why each

Necessity measure is chosen
g~
Proportionality | Limitations
@ (—— B miSSing logsd —P A

Alternative Train by making
Hypotheses and testing them
e shared network with needed evidence
* remote control l

* time errors

The goal: transform
knowledge into
disciplined practice -
truth built on traces,

time, and transparency
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