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Research Title The Research Project for Developing the Human Rights Promotion and

Protection Recommendations, in Cases of the Operations with Technology

Researcher Mr. Bandit Homket
Institute Office of the National Human Rights Commission of Thailand
Year 2022

Abstract

This research aims to study on international human rights norms and proper
practices for promoting and protecting human rights related to information technology and online
communication, and make a recommendation for promoting and protecting human rights related
to information technology and online communication in Thailand focusing on the issue of the
rights to access the internet, freedom of expression and the rights to privacy by using qualitative

research methodology consisting of document study, in-dept interview and focus group.

The result showed that the human rights framework that present in the existing
human rights instrument, can also be interpreted for adapting in the digital age under the
universally accepted principle that the human rights that enforced in the offline platform is also
applicable in the online platform. Considering Thailand context, the constitutional framework has
already recognized the human rights that are quite consistent with the international human rights
instruments which can be applied in the online platform and technology, but there may be some
issues that, if they are revised in the future, they will need to be clearer, especially the rights to

express the opinions and freedom of expression.

Furthermore, an in-dept study in 3 issues found that 1) Internet rights have not
been recognized to be human rights or civil rights in the Constitutional and Thai law, but in
practice, Thailand implemented to provide people to access the internet equally through various
laws and policies. 2) The issue of freedom of expression found to be a breakthrough in the
development of guaranteed process for blocking online contents, but there are still concerns
about the prosecution on online content distribution, especially on expressions that criticize the

government and political institutions. This is partly due to ambiguous laws including



disproportionate penalties. And 3) Right to privacy focusing on state surveillance issues found that
there are gaps in the legal framework about the privacy rights protection in the dimension of
surveillance and it also faces the challenge about covert surveillance which is hard to investigate

and seek remedy for those who are affected.

This research therefore suggests implementing a certified law on the rights to
access the internet and review the law about content restriction and surveillance to be clear,
certain, predictable, and consistent with the international human rights obligations as well as

having effective monitoring systems and remedy mechanisms.

Keywords Digital rights, Internet rights, Freedom of expression, Right to Privacy, State Surveillance
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Tenuddnyfumstaulasassiiugud wadva mehssuuAdvanldlunsuimsasisaizeng 4
sufansimmualiihmealulagdeyavuinlvg (Big Data) Yeuaida (Open data) Usysyrusedug (A)
uldlunmsianussmediusing q fisil Jagtu ulsuisamzduinagnimusluulousuasuny
syAumATIfenIRaLNAI A elasusAauasdanu (W.a. 2561 — 2580) Fadunalniifintuain
W.3.U. MINAAITaLRaIATusRauar Y .. 2560

a v A

o61lsfif faflaaunisaliurfnadudnsuyvevunaneyssmsiisadulanadvia
Tudsemalne Tnslanzmslddedinuesulatifioazifindnsuywevy sadsansluanmdudiui
(Privacy Rights) N15nauun&s (Cyberbullying) n1suaneandlad1eninuniands (hate speech)
sadamsadisiniasy (Fake news) nelifornamant ilisgnenemidimnasndosuazaiugy
fluilaneeulay duiedesdionianguunesig q lnsamg wa.u. densgnsgiauinfeai
AoufiAes w.e. 2550 wagindludiuiy SsgnihunldUaduivleivioaudomiszdraiands
e safsnsesfostuduafionfadunsmeund e feudanguunsuulanoeulay
Famsldgrunadinanivesds vesadagnuosindunislingmneiiedidaainmnisuansoanes
Jsermu Tsameditmndinsaianidumanadiouas mavianueesizunals uenand Usuifiu

nsaeauullagsy gnruenduiinannaunniulutagduriininenuiinsdwivesdnnisiies

16 TasanisBuwesidaiionganeussynau (iLaw), w.s.u.pouiinnes 2560: nguunelviuidgnliUauinniiewdu b
https://ilaw.or.th/node/4901
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1.2 IngUszaeAYaINITIY
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ansaunAlazn1sdoansoaulay
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7 lassnsduwmesidafionguuneuszanuu (iLaw), Usdnfalvsénd : nisdsnnidafemudnnsdesinmi-inlaa. 21 nsngiau

2565. https://freedom.ilaw.or.th/node/1090
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UsEmnAdIeanEMaATEia AALLarINUSITN 1A% WAEATIENTANAUANSINBEYUTEAUNIAIA
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AvSuywevu (Special Procedures of the Human Rights Council) s1eauvastmasina@nsuy we vy
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2.1 d9uin

mMaAsuudasmanalulafodnennd slfAnnisiefoiuinnduietunsey
usudnsuyweru lnslanziunnglunsaisudn wu Jiggrainaindigdnsuysevu
(Universal Declaration of Human Rights - UDHR) nfin15z1319UsginAIalednswalilosiasdns
119n1548183 (ICCPR) NAN158nI1alseinadnned@nsniaasygna d9ay wasimusssy (ICESCR)
Hamnsoufuldtumaasuutasilivdold Sedetnasindldnseduliaanstunduanfinnsan
nsouAnAnEuyweruiumelulaglmiinnty
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FIHAUVDIAULNTTUNTNUTNWIV0IAUENUAST ANTUY WEBUULNIaNU 581 ¥7A
(Human Rights Council Advisory Committee) LaUD# DAMENUANTANTUY B VUWAENUTEV 1A
diaaunguniau 2564 Fslsaeiunansenu lena wazauvinmedululsvesnalulading

ArtunsduasuLazAuaTednsuyweyy b seuiaesineweinseunuauansuyvevulunis

9

Tnn1siumaluladAaialminsegUflud (New and emerging digital technologies) 11 3 Usyns
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Usen15sn ¥a9amakundamaluladgluifiideasidaniiuanede deliaenndaaiu

nszUAlAuAL MwkazduivudluenansdnsuyveyuliasiounwiujUiRvesynaana

WMT1EATEsANTuYveusEnIUsEaduInggnstuasawsndwmsulansenlal wazenald

a a IS

azviouauduasvesgaidva Usznauduanuduiussenitamalulagivansuyveguiiniiu

18 A/HRC/47/52, 19 May 2021, para 49 - 57.
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lassasnmunmenmuseaniuing Jndudesennuasinazdululildniazimunveuunvesseina
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1 A o a aa v 1Y 1 d’lj d‘ ¢ A v o a 14
sawdangnazilalulanadsia insgssliaunsanivauiuilgiuesvieniuaul nseinAuRal
1HIB9INVIAAIUIAAS
Usemsiany maenvudlunumiisinndulugafiva iwesnmelulag sidmniuinn
Vi idududAguediuwaniagsie vnlidneudewonisazsilindnsuyveyy lnganizdns
TumnududiudinaznisAuasesdoya ulinaziinuAuntluniswauinseunuiielinis
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anUseyvIAIn 853NN UANT UL we¥Y (United Nations Guiding Principles on Business and
Hurman Rights: UNGPs) lnganisuun3ansuysesulianlssyuameuiiandun Weiiouliguieu
2554 uafgensdvesinddunisimannisdanarllusuld aruneneudissysanisuuanig

ansuywerudiunmsimumalulaganandynisaeulideauaunsatunisiimlsgnanaiy

UL TAUNYIEIUVRINAIEBIANITNT ONA1EN] U/LATBY8 9N 1lUTEUY

anUszd $5una manyy sRnsnIAUszdanae 4 eduseieatuussinumeant sauds

v
aa v

feunenenulunsimuinasguvs ekl URngiuansuyvesuiumnalulag ATVaT UL TILIUNN

Aetiy TuuniiRadoinsniesiusiuuasduasisienalsmatiu wevhanudn laansuyyevunvadu

1%
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Tiununfaviansessulall

2.2 NTBUANSUYBYYUTZUINNUTTNA

a a

W IWRILINISTOWIARENS LY werUaIN1TalelUT st sUSv lusu
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=

NINUNYMINESITUNIF Wazn1Traduesauiiawas nMniazaugAsssuluein uinseundnnis
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(Universal Declaration of Human Rights %138 UDHR) wlo¥ufl 10 Sumau w.a. 2491 Insasuwlng
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v
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2.2.1 nannsialy

a

NANNNTANTUY BEYUNIMUANIRNTTINTUREMTUANATOINY W nAulaINITD

= o W A

Asiineglnegadlidnaes Inelindnnisiugiuddsy Ao

o

o (Juaina (Universal) Fa3ensodlindnnisdnduywevugnusuldivuywd

ynauagreiniisuiu Inglivuiunsuuaulssme

o aulgaazdiniusiu (nterdependent and Interrelated) MsvinliavSanwevy

aglaegmilaRTy doudrwigliinnsduasuavEIYveUBUAIY WasNIS

S I a a 2

dnseudnsetislnegimile dendwaidesiednSuyverudumeituiu wag

[
a [

o uuvuegnanaulyla (Indivisible) ANSUUYHTUNINUATADIULLYINLT U

q

o o | a ad

Tianunsaneneanainiule lufidgnsleandraunindnsou

wennil wdnmsAvBIyueTLaduEnnsTiduATeRuSnAuRAiAa Tadneleu
uAflally drendnnsiugiudenan sliavduyveruiinatsuldud wihedilifinsesnngmane
nelulssnmasosyuiniy Tuudddnsuyveruiadanununeniianda “Gnsaunguune”
Aginataduldaefosduninafveangmnesesiuidonou egnlsfa ieliansuyvevuldiunis
LASHLATANATEI3IUNIUAUR ICCPR 3anfasliusazsgumannis@nduywevuudayai@lidu

dhunilavasnguineniglulssine?!

a

wannIsAENenIALasUsIraInsdenUf iR dwilavesdvsuywesu fafisy

]

13lude 1 v99 UDHR U8 2 999 ICCPR wagta 2 994 ICESCR Feguduinuyudynauinuiagiuasway

Plaun 1. nAin1seninalssinaiinednsnadswasdniniainisdes 2. nfn1seninalssinainniednsniuasugia denuuay
Fausssu 3. eudnygyridenisidenujifseanslunnguuuu 4. sudggriviednsiin 5. eudygridienisvdanisidenussiva
maderilunnguuuy 6. eudyyritdienisdediunismsun wagnnanszvhiug inade Tuyvessse uiefid ddnias 7.
audyanIegansEinig 8. sudanseninassmainmenisAuasesyAranALIINMIEaugalaegntsiu uag 9. audyqyid
Femsfuasesansvesussmilendieiuguuazandnluaseuath Tastagtulssmdlnedndunfaussya iy 7 atufedifui
1- 7 dupydygte 8 liasuuwds widsldldlidnedu dueudygde 9 delildamununaslidnedu

20 UN General Assembly, Vienna Declaration and Programme of Action, A/CONF.157/23 (12 July 1993) para 5.

2LICCPR 10 2 (2)
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Aule YIRS oFIAUA LA NTNEAU NLRANI DA UL U LtAeSATaUNINA (sexual orientation)

suegluveuniliie?

a a [

ﬂ?ﬁi@]ﬂ{]ﬁlﬂEJ?W]’EMH‘HEIGUU?”M’JNﬂi W Jandunalsy ﬂ']i‘VmBLU‘uﬂ‘Vlﬁ "ﬂﬂJ‘L‘Jﬁ al'

VllﬂJﬁWN?iﬁ%?ﬂﬂ%i@ﬁ@ﬁ@ﬂlﬂ LLmUﬂ’W’JuQﬂLQU?I’]ﬁ’]iﬂJu‘Nﬂﬂﬂ’]@Jﬂ’)’]ﬂJ@EJﬁ’eJGWE‘NGU’Wl 917 angh ﬂ

lignvssnu @dnmilaghigndeduliduna uazdvsiiaglasusensunmngmng?

¥

| a a d' ! a a o “u o w Y d'
drudnuywerunldleans "duysal’ srarusadrdalaneliFeuluiingvaung

'
a ada o w

seningdsemeinuald 019 winmlunisuanseen fedudnsiensgnindald winsdrdndesed

Y
'
=

mEf[,é’fﬁ'aui%aﬂmwmauﬁwﬂguma (legality) 58U (necessity) Lwai’mqﬂizmﬁﬁ%wﬁﬁu
(legitimate aim) aufi fuualy lawn Autunswew @ (National security) AruaIuLsaus oy
a15150uy (Public order) AasssuduRueIUsEw1vU (Public morals) AuUasnAua1515My (Public
safety) N17a15190U8Y (Public health) LLazmiUﬂﬂaﬁw%ﬂJamﬂﬂaﬁu wazdondulumumndnainy
¢dnaau (proportionality) 8nvtamnmsnisla ¢ Yo335lunsianiednsoudnidedldidunisiden
TR

2.2.2 WusNIAIVLS AT UENSUYBEY

Tneiialunnesamenludsay lidneadusguia magsia ssdnsnauszedenn waz

Jaanyaraalulidiusuiinvoulumudniuysesy wiluniangranednsuyvesussninalssine

o./ <

stodugiiminilagnssedeios 3 Usenis 1dun Wusnsallunisiansw (respect) Tne$sdoslil

=2

a

a&ﬁmﬁmﬁwwmm%mm Wusnsailun1sAuasas (protect) lnesgieseanuazdsAuldnguunauay

ANTUNINTNITAN 9 Lﬁaé’msawmahﬂﬁgﬂazLﬁﬂﬁw%wwwﬂﬂaqﬂﬂa%u FURINAIATINAZ

a

MaRAIUNTIALINSIHeIe NUSEAVENa L nad UL TIgnaslndvEuywe sy dunalnnig

22 A/67/357, para 34. 81389 CCPR/C/KWT/CO/2, CCPR/C/TGO/CO/8, CCPR/C/JPN/CO/5, CCPR/C/JAM/CO/3,
CCPR/C/USA/CO/3/Rev.1, CCPR/CO/78/SLV, CCPR/CO/81/NAM, CCPR/C/CO/IRN/CO/3, CCPR/C/MNG/CO/5,
CCPR/C/MEX/CO/5, CCPR/C/MDA/CO/2, CCPR/C/ETH/CO/1, CCPR/C/CMR/CO/4, CCPR/CO/83/GRC, CCPR/C/POL/CO/6,
CCPR/C/79/Add.119, CCPR/C/RUS/CO/6, CCPR/C/UZB/CO/3, CCPR/CO/82/POL, CCPR/CO/70/TTO and CCPR/C/CHL/CO/5.

23 |CCPR Yo 4

2 I‘LJW@ ICCPR 90 4 wag 19 uag Siracusa Principles on the Limitation and Derogation Provisions in the International Covenant
on Civil and Political Rights, E/CN.4/1985/4, Annex (1985) wag CCPR General comment No. 34

2 Wsng ‘mﬁﬂmﬁ%LLuwa&mﬂim’ma’hﬁ’mqiﬁmmzﬁm%m@%u (UN Guiding Principles on Business and Human Rights
(UNGPs)), pp. 3 - 10.
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Ma1n13 N15UsMs BAvaAnsenisiiduguadu® die?’ warwusnsdilunisandu (Fulfil)

lagnisandiunislauinivediuieanuasaInlunisiinfsayldansuyveyu®

2.2.3 AMUFURAYOUYDINIATINIADANTUY WYY

v v

widnguEnednSuywevusEnieUsemavsdsAuldlnenseiusy widagduinng

'
v

goufuNTUIEnseviinisiladlysy (non-state actors) s3ufian1agsia dAnini

i

AN UY YUY
LUy

‘vié’ﬂﬂ13%LLuzmaaaMUizsnﬁsawafjﬁé’aaqiﬁaLLazﬁw%wwmu (UN Guiding Principles
on Business and Human Rights : UNGPs) fign§useslnsanizaunsansuyvevunrisandssyoni
e 2554 ferduiad osdoszninsUszinaaduusniinandanuduiavevvosuisnludiu
dvBuywevy wasdunmspudmiunstesiunardnnisiuauidssesansgnumsauiiienles
fuAanssumagsia? UNGPs fwuanseuaidly 3 wmdn leun 1) nihilvesglunsdunsesyanaain
N139NAzAANSUYLEIULAEUTEN 2) ANUTURAYOUVBIBIANTTINAIUNITIANTNENSUY BEYY Uag

Y = a Aa a a vl o, cs' a 30
3) ﬂqiL%qﬂﬂﬂqiLﬁlﬁl’JUqWNﬂﬁgﬁWﬁNaﬂaﬂﬂwmﬂL‘UULW'UaﬂqiaSLZJW

UNGPs 31ansaunannsiinnusen danusviavevlunisiansndniuyve vy
FerudseuuiisveulumsneliAaviefdrwiliAanansenusuausedniuyvevusiuianssy
vosnu wagldinnsnsiifsaneiiietostu annanszvu videlduienansenufangnn sudansdali
JulguekanTzuIuNITATIA0UANT UL veYUaY1959UA U (Human Rights Due Diligence :
HRDD) Liteswy Yeadu annansynusuaniuyvewy yufinsussdunansenuiuaniuywesy

NEAAVUITILLASVIDIYNAYU

lunsdlfieednsgsiassynulaneliiianiefidiuviliifonansenuduause

AnSuyvery 03ANIAITIRlTEvTe AN wdelunsudlurunseuIuNsNgNABmungane *2

3

lagn1sasienalnnissamndiieliaiunsadnniste soamndlasusdu wagnalnnissesndd

[
a v

Liidgtesdunisiansanadnsiiluvessguazlalasy arslidnwuzveusssuy (legitimate) @1w1sa

26 UNGPs, pp. 27 - 35.

27 |CCPR 90 2 wag ICESCR U8 2 waz UNGPs, pp. 27 — 35.

2 UN General Assembly, Vienna Declaration and Programme of Action A/CONF.157/23, 12 July 1993
2% Human Rights Council Resolution 17/4, A/HRC/RES/17/4, 6 July 2011.

30 OHCHR, UN Guiding Principles on Business and Human Rights,
https://www.ohchr.org/documents/publications/GuidingprinciplesBusinesshr_eN.pdf

31 UNGPs, pp. 13 - 18.

2 UNGPs, pp. 22
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Wale (accessible) mnuanele (predictable) waziauania nasnauassauiulaimadnsuay

= t4 v oa a A ) A [ LY 33
mswmmaamﬂamﬂuawﬁwwwwLﬂumaamﬂuszmumﬂa

2.3 Ansuywevulugandia

2.3.1 1n5uth

v A

sz udniuyveguiumaluladlnl wiednsuyvevulugaidia nielugn

]
(%

Buwesilaiu lesunisefuseegiainieenwislussAuunumna seaunlinin uazseAuwIf wagia

lnenalnlussuvantseyvd eaAnTensu B3An1AUTEIdIRd INRSTUIaAIEUTEWA Baneneny

'
= o a

fazimuanseuaniuyvevulugafdansedumesiin LLawmaﬂ%ﬂﬁwanjmsﬁwmL‘fJuLaﬂmi
75 ond on e q V]JQ‘mJ;]UUGIi (Charter) U4) eyayn (Declaration) v nNS (Principle) ANKkUE UM
(Recommendation) AaenauLaaIN1sal (Statement) wasid osdund ufinarnnaiy taeialuudy
AumardagldsumatanglussdnsseniUsamaiongulidlddudovaeine omves
lonanswanifiaumnainuaiseeisn é‘iu'qLwiﬂ’ﬁa%mwé’ﬂﬂﬁﬁugmaa’NazlﬁamLawm%a WU
wann1siiuguadumesiin (ntemet governance principles) ¥8san1glsy (Council of Europe)
Wauduenansilvineazidenfinseunquaniuyseruvainvangyseiiu 1wy nginsanduyvewy
LaEUaNNNSAMSUBUWMBSLTIN (The Charter of Human Rights and Principles for the Intermnet) 989
The Internet Rights and Principles Dynamic Coalition #3ongunsd@nidumasiin (APC Internet
Rights Charter) Tng Association for Progressive Communications (APC) 10w u F99znanads
wazidunnaly

o [J t4 v

uinouaznandsdnsuyuerulugaidva sududendlanouinlanddsiaiuasy
HuNeIRal3 0969 9 Taslanizmanduyaaa wallies uazdy JuAsrtestunisiarsuniia
Ansuyweorullegislaths TneUseifull unamiFes “Intemet Governance and the Universal
Declaration of Human Rights, Part 1: Foundations” 489 Mr. Klaus Stoll %dLﬂuéjﬁﬂizaUﬂﬂiaﬁL%ﬂ
UitAludusssnAuiadumedidn WesuiefsmaudsunsouAnindieund nadles uazyanalugn
Avvia* Ineagusiadl

o ¥

Y1@favia (The Digital Nation) saw@luiuas (Cybernation) waluladRInanitigg
9

o

Taialan AdeAMT1uLazsMuataTerateUsen1sveedanusenaud uduussina ¥ 3o

BN

33 UNGPs, pp. 29 - 31.
34Klaus Stoll and Prof Sam Lanfranco, Internet Governance and the Universal Declaration of Human Rights, Part 1:
Foundations, 10 December 2019,

https://circleid.com/posts/20191210_internet_governance_and_universal_declaration_human_rights_part_1
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nswasuLUainenainmelagnssmauwiAnvessgnatuuin nsveneiivesdumesiidnialan

ilvigaudwnaniinedodelununleiues yilvuuifnves “Ainumdsia (digital persona)” wag

Y
v
5] a (%

YRlLues (cybernation) maﬁwummﬂulﬂmsi Tuudll GRAvENYvevuLaziusNsdiveIsynaIs

LY

QﬂWWH’]GUULWE]ﬂ'iﬂU@LLEiW‘IJVll%L‘UE]i@']EJLSU‘LJﬂu

aa v Y]

fnUAaINa (The Digital Persona) ANunMvtninanmaluladfavalaasiasinu

L) aa v o

AdaveusTumuglAUMaunIenn Maufdvialseneuimelasiasisteyadiuunnafiva

&
aa o d =]

fideslssuimuiuiwensilugiuzayed vosadafnuidvameiinduanaiidmadedoidos

1 a v

Tulanads Madesruidefe wavenaruiatainistuiuguvesnud malulaaseinuaiva

Yau5131nYeyangnTIuTINLazUTENIANAINATELTEY YITs1e199ddnuadTianaledIny

Y

e

v '
o 1o ! v a a v o a a Y a v

wiouiu Auvarirludainiudn wannsansuyvevudagduivuadniuasniinvesyanaddva

a814ls

aa v

euiunadiasddvia (Digital Citizenship) funlwuesueumnuduynrarmanienm

LaaRTTa AsvnlnsnanedunadlesmdvaniamsuasmiiTiAetes uazso1aldSunansenulal

(%

mdlafimamils fewnil ndndssdudvstuiunuiisilansddimsliiilulania

a

Yianie

aa o

UNANUDY Mr. Klaus Stoll wanslimdiuinnisiasuudaslugandva vinlianeu

a

Fudoulunmsdsduldaniuyvesy uilidinagegelsndnnsdnsuysevudegniauiwasUsulyly

o ' 1% ' v
v Aaa v

lanAdvianseleiues Ay ludidnluagdrsranseudnsuyvesuininunduieusuldlununaig

wsolaues
2.3.2 Ainnvasansuywesulugafiva

ety Fedslaifidrdiamnuiivensusmiulaeiivluseduanaves “Gvduyuevy
lugARTvia” viounasioaiFendu q 91 “Ansaavia’ WAAMEUUNTANSUY Y YULIaNU T2 ¥R
(UN Human Rights Council: UNHRC) * wazadvvlngusanyszy1vs (UN General Assembly) *
lddusulunansufofudvduyvevulugaidviadn “Grsuyvesuiidogniseanlay douinavany
Idluneeulaseg” Fswdnmsssnanldgnerdahluldedianimnadedessulansuyves

d' o aaa o
WenuwAlulad RN

wanNi NMsdrTIalawunudl eeRnsiviaufgtuansuyvevulugafava

a

Tatinnsla@an “ansSadvia” Limaauiwmsiqlﬂmmviummmﬂm’;’msuam'iuasmwLﬁiu

35 A/HRC/RES/12/16, A/HRC/RES/20/8, A/HRC/RES/23/2, A/HRC/RES/26/13, A/HRC/RES/28/16, A/HRC/RES/32/13
36 A/RES/68/198 ; A/RES/69/166
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The Media Legal Defence Initiative 19#131 “@n5A3a” 1o 90 s@nTuyvevy
TugaRdvauuuning 4 aseunguansiiedesiumsdidauesnislddumesidauas ICT Bu 9 suds
n1smavauiloneaulal arududiudinaznisdnseds w@3nmuesde n1sUnINIzAN8VBIAS

58071 9vaen’ waznstadoudeyauuunanosulydeaivie Wudu’

Association for Progressive Communications (APC) 1o Walu1A191a aA21un 1S

[ e, aaa v, A 1 a o o = d‘ . .
YN9UYDY "ANTRIVA" LWBLUUUYINEINIUNNTANEILSBY Unshackling expression: A study on laws
g X

criminalising expression online in Asia (2017) lagaduie31 @nsadvialludnsuyvevuiidan sy
lngUfayeyrainadnegd@nsuysevu UAveanUseyvi audyyisenintsseine ngunsseau

2iina nranensluUsEma wagnguuneEvsuyverulinINARnIN¥Ivedaa (Case Law) 7ign

Y

aa v

s9ldluiuiiinIeviendva Inefuivaidusiaduiuiinienin (physical) 1y Tassadieiiugiu
TWslamea wazgunsal \Jusu viseon9ad1adunuuiailiouass (virtual) 1wy Sndnualuazguvuseuladl

LazN1THanseenlusULuUdY 9 nasndumwnuiadun1siieIfunIsianieanty Wu 153NS

1 U ¥

Toyadiuyana winwls n1slldawmedinu wagn1sidnsia el Auidandsuddunesidauas

oo o v

w3eteiiens gunsalazuIM U UATIAeI U e

a o

The Digital Freedom Fund l#i@ane5une “&n5Aavia” Tuunainu Digital rights are

*all* human rights, not just civil and political Inena1de "anseavia" A AnSuywevunlidenuly

1%
Y]

uAYia (digital sphere) TaudsdvSMaAsugRauazdnn wu nSlunis Mmsfinw anslunsiemeannu

=

a v

avsauguam sadednslunisusziudiny Wudu®

Y]

@71 The World Economic Forum laaSu1ea191dnsadia Tuunai1u What are
your digital rights ? 31 &n5AdsTa udnSuyverulugadumesiie dvslunnududiudieaulal
wazidinnlunisuansenn Judunisresenainansiviniieuiuuazliorafinasuldmunusinglu

a |

Uayananadmeaniunveyuvesanusey R

'
aa v A

wonanil eaAnsAtUALUANSATEdU Wy Access Now Fulusirnssausind by
warsvwanlsszavaina nanbilunileumaivledesdnsin siundesuazaensdvsadviavely

a = o " | < 1 Al [ & o a aaa v A a =
AdANUEL AN @Eﬂ\‘iliﬂ@"lll IEJQJWIWUUUL?Ul‘(]ﬁ]ﬂ'ﬁ/ﬁ&ﬂﬁ‘l/lﬁ@% G LL@LM@@ﬂ‘ﬂﬂiﬁN‘Wi@IﬂNﬂ’]i

3" the Media Legal Defence Initiative, 2018, Mapping Digital Rights and Online Freedom of Expression in East, West and
Southern Africa, page 6.

38 Association for Progressive Communications (APC), (2017), UNSHACKLING EXPRESSION - A STUDY ON LAWS CRIMINALISING
EXPRESSION ONLINE IN ASIA, https://giswatch.org/2017-special-report-unshackling-expression-study-law-criminalising-
expression-online-asia

% Jonathan McCully, 27th February 2019, Digital rights are *all* human rights, not just civil and political,
https://digitalfreedomfund.org/digital-rights-are-all-human-rights-not-just-civil-and-political/

9 What are your digital rights?, https://www.weforum.org/agenda/2015/11/what-are-your-digital-rights-explainer/
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flosdnsduindouiiy avasourgulssiiu esanuvaondonisddna a3 nmlunisuansesn
mMadenufUanisdumesidn wazarududiuda® d2u European Digital Rights (EDRD) §aifiu
aunALYRIRIANTAVS I veTULaraillosanaglsy 1denldrin “anmuindoudda” Fafladl
o wiiilegnisfavesesdnsuds nud ssdnsvhauAsadesiudseduansluanududiui

A9an5 @3N nluniswaniesn ANuUaniy kaznsiEnseTa®2

fanungnersnnanesislussdulan giann uasiesdulunis fmusteuinuay
uazdunvesdnsniia 1wy nUnsdnsnisdumesiiinuas APC (APC Internet Rights Charter)®
wazngUnsdnSuyverulaznannsdmsudumesids (Charter of Human Rights and Principles for
the Internet) TagRusdnsidanainiinie8nsLasnann1sounesiin (The Internet Rights and
Principles Dynamic Coalition)™ danginsiisaodldnanseududvsuysesuiinasgninluussyndld
fuiuiidumediinvdenana

luszaugiinia Yjaqineniniinalednsuaziainmdumeside (The African
Declaration on Internet Rights and Freedoms) L‘ﬁu%mﬂaﬁzﬁuqﬁmﬂﬁacﬁmwﬁﬂﬂﬁﬁﬁ?’nﬂﬂu
nsundeuadnmuudumesidn naenaunisaisaninwindenesulauilasiduuselonivenis
Walumedsaunaziasegnavemivuaninilagianis wazangaluiiouunsinu 2565
ANENIIU15N15815U (European Commission) Aldidaiaue “Ufaaiglsuinniednsadvianas
NANNITAINT UNAITTYAAY A (European Declaration on Digital Rights and Principles for the
Digital Decade)” tielfidunseunsvinnuvesgimunuleuis U3 wazananglsulunisdnnnsg

AuNsasuLUamIeRIna®

dnllusgiven@eu dilinuinfilenansidnilagesinsssauiguia wiaeusyyndny
TuRd U udinedni Uiy fauTudidaetas nniaznann158umesiide (the Philippine
Declaration on Internet Rights and Principles) 1iiaU 2558 lagilodAnsmig § SIUaduIl 23 99ANT
Ufaanlinanisdviuazndnnismadumesidald 10 s 917 nisiddsdumesidadmsunnau
nsvlraarlnenssuvesdumesidaidulssasulag w@Samlunisuanseonuaznsauau anslu
ANUdudIufILazNITAATEITRLAAIUYAAR AIUYITIBNNILNA N1SANYILATAIINIARTIA

= Y} o o a s @& a s & aa A o A

@31 AuUasadie wazn1sinwirulaondsuudumesiie dumesitauazlediiieanudstiu

ANUFIINRDY 189

4 https://www.accessnow.org/

%2 https://edri.org/

% https://www.apc.org/en/pubs/about-apc/apc-internet-rights-charter

% https://internetrightsandprinciples.org/charter/

% https://op.europa.eu/en/publication-detail/-/publication/969edb7b-7f7f-11ec-8c40-01aa75ed 7 1al/language-en
% https://fma.ph/ph-declaration-internet-rights-principles/



18

Augiosnuuulaalivdumesidalazdiny o un1Ine1ae81$215a (The Berkman

Y

Klein Center for Internet & Society at Harvard University) ABANYIIATILRBNE1TTIN 30 RUUT
AeadesiudnsnieBuwmesiida (interet Bill of Rights) fisusadlaanguans 4 Fellvivienansiing

WAV vang wazlufinanniuviangvang ududinalaguudyuvesdninidumesiies

(v

Ju 7 Usziannan laun @nSuaziasamduiugiunieduiugiu dedrdnialuineriudiuna’dy

<9

555U AUIADUWBSITRLazN1STdIuTIveanaLina AnSaududliusnaznisidnsede n1sgnga

LAEN1IANYY N1SUANTILALLADETAINTYBNAT DY kazdnSniuaTugiawazausuinvou ¥

'
1 =

Inguideguilaglitayanyiusulasnuiinardudumiweinsdnseianieg

'
o a

yanand Tuaudsenelnuansaaviatuadeulae Jun-E Tan (2019) fa@n®191n

s

nstlUsswan e vy wesiautud lobiwdyunuiaulalumsimuaveuundvsag

%

2 ¥
a IneauT ull

IEUDVULIANTDUAALIDIANS A 4 vauwamaiy Aa*

'
=

1) @nsuvunuAuluiunAdvia (Conventional rights in digital spaces) 49931803

% laa o A a s

aa Iz & A d, v = = a =
advaluvestaanluiunadvianiedunesidn lnsasiiuyaidnsluaiamlunisuansesn
nsauay wazn1syuusesulal ansnarlignidenuia nisAuasewuilna MsuanmiALaY
AVENLUTIAIINANMUTULTY AMNALEAIANINFEATS Waznsaazilln waganslunisildiusiy

3

2) angfiferendoyalugudnany (Data-centred rights) daneeinddvaidudoya

v =2 1

FuVuaIRUNINIENIN sy anghdriadaathluiinnulasaioreseyauasainuludiud

a o

919 anslumnududiudivesoya ansnazlignaendeaniandvia anslunisauruuaziduinves

Joya avsluanulaeniouaznisnuasedeya

£ aa v a Y] =

3) N9L9189AIVIA (Access to the digital) UaaTaINITUDINUNATTALAZN15TdIU

a a a

sauegeilnumnie 919 dnslunisiindauinisveeisuazdu q neesulad anslunisdngs

Buwesiiln avslunisdniisdoyaansaumenasiilon wasdvslunsdifaenuisuazansauas

Y

4) s5RNAUI/MIMAUAUARIYR (Governance of the digital) FaoaTaaNsildIus

Tuszuumiuguadviauazduwmesiile sudinsUinymnianeatulsziuuleviedumesiis

MnTayaningld wandiiuiinsimueleusazreuwndnsuyvevulugaR s

P3DENTAINAUY VUDY NULUNDILAZAINAULIVDILAALDIANT ALY INNTNINTUN DLV IIAULE?

Y 9

47 Gill, Lex and Redeker, Dennis and Gasser, Urs, Towards Digital Constitutionalism? Mapping Attempts to Craft an Internet
Bill of Rights (November 9, 2015). Berkman Center Research Publication No. 2015-15, Available at SSRN:
https://ssrn.com/abstract=2687120 or http://dx.doi.org/10.2139/ssrn.2687120

% Jun-E, "Exploring the Nexus Between Technologies and Human Rights: Opportunities and Challenges in Southeast Asia",
pages 19 - 27., http://shapesea.com/wp-content/uploads/2019/12/Exploring-the-Nexus-Between-Technologies-and-Human-
Rights-r3.pdf
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(% [
a = v A

Tuauddeduld A muaderunieveulwnnunuiegves “@nsuyvesulugaidia” vie
“AnsAavia” dmanets “AnSuyverunuinglunsiansseninussmanuansuyveyunosldiu
AnInaeuNIIAIa (Digital sphere) Mamdumenniagiaiiouais”

aaa

lududaly azviinisdrsaenarsiiiiertesiudnidumnesdauazdnsadva
LA unLazUSsuigui vl e ansuy verununusng lunsasuanauansuy ve vy

=

TnsanizUfyarainainniednsuywevy ogrelsnd wiluedssiauiienangansausenlyain

[ ¥ LY a v @

UBIANINUINOUATYIR {IFeAIETIVTINLY

[y

Uaysrannadnmednsuyvesy wavniiediulfdn
PELui

% C%

2.3.3. vaulnansuyvevuluganIviavsednsndiia

2.3.3.1 ATNT5

'
a a % =

MnMsAnwenasiiigidesiuanisumediin uazdnsadva desmdenging
(Charter) Ufjayeyn (declaration) Azl (Recommendation) waain13ad (Statement) wazdu 9
$1u9u 41 avy Tnslenansiinfigafisausauufe APC Intemet Rights Charter 7137 ulag
Association for Progressive Communications (APC) Tul 2545 (a.f. 2002) LLazLaﬂa’liaﬁUTMﬂﬁqm
W 59U A B European Declaration on Digital Rights and Principles for the Digital Decade
fi3usedlag European Commission meldiamanglsy (EU) Tudl 2565 (a.a. 2022) uazienansaiu

TngAsiusmanduenarsidnvinaulul 2557 (A.a. 2014) S1uau 9 atu

lunmsiuenans 24 atu davilagnausendeny aaenyy wasyildiuladiude
vagiy 91U 8 atu davilaeniisauseninefguialusedugunia (@anglsy, annmglsy,
OECD) §1u1u 6 atiu dnvhlasniisauw/ssrnsiiiusguialuseaulszing uaz 3 adu davilag

mguluszuvanusew1vnd (UNESCO, Q’iwmuﬁLﬂmmqamizﬁmma)

WHIaNANTUINFDULVBIBNETT WULN TLoNaNSAASUNITTUTDINAIIIUIU 33 AU

wenuu Saduenansiiegsevinadnaue

MINAIMNSNBULANINTIAUNIDITLAUAUKNTUTY MnTuRn1gNinsiusesad

oA A o oA L. a O A P v v
Wu31 duied 1 a0y Ao Marco Civil da Internet 993UssLNAUIITALVINTUUTD199ET @A INTIAUNS
ngvune esaniluenansmanguuieidninulasssutalussaund uienaisarulg d1uau
37 atu Wwenasnlllafinagniunsngranelisieau fufanu (non-binding) tesanlallafianue

) J Aa o ! <3 ! Y =] (Y =) v A
L‘lJ‘Llﬂ{]‘Vill']EJiZWJ’]Q‘Ui%LV]ﬂV]ﬂJNaNﬂ‘W‘Ll ’e]EJ’NliﬂGﬂll lNENTUARLTUDIA N WMNAasIIULUSEAUN

Y

v
o = (3

wWANFE19AU 1RELRNILLENESNINYNTUIINBIANTTENINUsEmaNL I uAgausU (Wi UNESCO, OECD,

“ Wingaeazidendayatonaisatusing q i https://datastudio.google.com/reporting/69cc286d-a501-4061-967c-7a7d3b18910c
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annnglsy, aniglsy) enaddniwalunisgnirluldmvuanginasilaannndy wsganunsausegsla
nageliszmaaunInuURnunannsiiietes vaugiienansniauulaeninussdeny

wiotena1sidukoanisalnseenansaseseningidnsiudiviutesinasiinansznudnin

dlofinnsandszinudnduyvevuiienaiswalszyld Tnsduunauussiavvdnnig
dvsuyveyunssyliluduarainainniedniuywevu (UDHR) NAn15enInedsemainniudng

= a a I a U I 14 a a a [
WALLDILLATANTNIINISLUBY (ICCPR) LLazﬂWﬂ?i%‘iﬁ’)’]ﬂﬂi%ﬁ/}ﬂ’mﬂ’lEJﬁV]ﬁVIWQLﬁS%ﬁﬂ% ANAULLAY

[

Yausssu (ICESCR) Tnenuin tenasdrulugnaniaasnimlunisuanseanuazuansninumniiu

a a wa

ansluanududiuds anslunisdnfdumeside anuaneniawaznsliidenyua angns

TAUTTTU/ANUAAINVAILUDINY TIDAZLDUARIUANAITN 2.1

1%
a a

viadl Avdvnsduwmesidaiu asransuanaudvsuywesulagiudslulasusedlieen

' § @ <)

FoLau ke Ain15AANNIINISBUWMes T udndas ulesani1sidas nnlunisuanionnuwas

(%
a v [ [ o =

anSuywevudu o lugadda delu ssiwusnsdllunisuseiunisdndadumesidn neussiiud

1 = 1 a (Y3
AznaNDIRsNazdealuundaly

a v

AN519 2.1 AMNSIULBNEISILNYINUENTAINEA UNANUUTLLANENS

i Usziaudns/manns ATIETENTUYWEVY | 31U (RUL)
1 | @amwlunisudnieanuazaauntiu UDHR 19; ICCPR 19, 20 39
2 | &nsluanandudauda UDHR 12; ICCPR 17 35
3 | dansneduimesiia 35
4 | anadnanakasn1shitianufun UDHR 1, 2, 7; ICCPR 2 23
(1), 3, 26; ICESCR 2 (2),
3
5 | ANSNI9INUSIIN/ANURAINNANBVBINTEY | UDHR 27 (1); ICCPR 27; 20
ICESCR 1 (a)
6 | anslunusisnsUannsie UDHR 3; ICCPR 9 14
7 | weawlunsyayauazaunay UDHR 20; ICCPR 21, 22 14
8 | Andfiazldsunisiansanednadusssu UDHR 10; ICCPR 14 13
9 | Andfesldsumsidenen UDHR 8; ICCPR 2 (3) 11
10 | @nslunisfne UDHR 26; ICESCR 13 11
11 | &ndidn UDHR 2 (2); ICCPR 24 12
(1); ICESCR 10 (3); CRC
12 | @nslun1siidrusiunienisiiinsnisunasas | UDHR 21; ICCPR 25 10
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13 | andguslna 10

14 | Av5L599U UDHR 23; ICESCR 6 - 8 8

15 | @nsAUNNIT CRPD il

15 | wsawlunisdudesiaun UDHR 18; ICCPR 18 3
flan {3de

2.3.3.1 519a2199AVIANTUTZANAY 9

ludutlagnanisseazdenvesdnsussinnene 4 muninsseyliluenaisiden
Anulaod el wazii oldeman1sd 0a15 azwuanisiiauatdu 4 nulranan lawn

a a

1) @n58uwesida 2) @ndnallowwaznisides 3) @ndniuaswgne dau LasTRusIsy uas

a &

4) Avizvenduianie 917 avian ansuilaa FnSaAunnig
1) &nSn19dumasiin (Internet Rights)

Al Y a 2 & ] o ! | |
ANNDAFIINANYN LLN"\]%@J?W'U@%L@U@IUUi%L@uuu@ﬂ@nﬂﬂﬁlﬂ LL@LaﬂaqiﬂTLﬂVTig

fimssyydsusznuddgneniuandndumesidadaselil
1.1) Anslumsdhdsdumasiila

AZUURSAVSUBETUL AU ST ArensuinBumesidn Fuleuseszninaiu
lan ddnen1mnfBenlun1sisenNuAMINTITomYLd N1IANANUIABNAININARTALAZN TR
denuuieanug duasuaiainlunisuanseen anuludiui wasdvduyverudy 9% Anzuuns
a a o v 8w oA va I @ A P v
AnSuywevududugisiginieldumesiindiniaseunquiilan (global) WUania (open) uazls
9usmAule (interoperable) Sndufisgazdosdanisiudainanumiulasnsonuiusnsdiniu

avnduyverusEnIUsemavasn’!
a  a Y =2 a § @ =< 52
anslunsidntadumesidngiua

1) yaauddndmvdeudulunisdidwaslddumesiliafivasndouazidaning

a va v Y [y I val

dmsudszrnnngulaglifinisdendin sgdeslduinsnisivangauiieuseiuingiselatee

a1

a1u1saLtndsdumasidaluruunvseiu welnaniagiienans lawazdnilaudeanisiiey 1y

AURNISADIANUTOLUD kAL U Y

0 A/HRC/RES/32/13, 18 July 2016 ; A/HRC/32/L.20, 27 June 2016

51 A/HRC/RES/26/13, 14 July 2014

52 IU’iWQ The Charter of Human Rights and Principles for the Internet, Principle 1.,
https://internetrightsandprinciples.org/charter/ ; APC Internet Rights Charter, Theme 1, 6,
https://www.apc.org/sites/default/files/APC_charter EN_0_1_2.pdf
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2) @nslussAnnuiuaziinuvendumesiianiefdvia (Intemet/Digital literacy)

ynaufdvslumsdnyuasinevssieafudumesidnuasddva daduifuiuvesnmsdidaasnsd
diusinvaanailosegalinuvang Jgiwusnsdllunisduasunisimuivineeiagainus dangn
lag Frank La Rue afn s1891ufidwinnisnisadasukavduasosdnsluaiaimlunisuaniainy
AniuiaznIsuanseen wusilisgrninuensidumesidalilundngasvedlsaounazaivayu
Tuganindsusiindroadstuuenisuiou uenuniioannsinevsuinugiugiuuda Tugasis o
Pstwassslsmivasnadfeteyansseuladuasmsdstoyaoeainnuiviisvey nsfineusud

anunsateliyreaseuiisdesiunuemnilemidudunsene®

=

3) ansludiuszanu (interface) LM WALk NNAPTUAA1UNSOLDlAdIUSU

. . . = vala ! ! [ LY A Y Y v a 1
NNAY (inclusive design) IUAEATANNUNNTBINII1NEUTEAMTURANTENTTUS HAuT L

[
e

a1u1sagueeneulaiaznnn1¥1vearung ey nann1srein1seentuuaina (Universal

e

design) waznsldinalulagduennuasaindaslasunisduasunazatvayuiabinuiinislasu

Uszlesdagudunnasiindsuiuaudy

4) anglunisifaninfisududmsureiazngs lunatey o AUl gugauas
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7 fiepuinlalulssifuilednsaziden Tusadnwselulenans Commission on Science and Technology for Development, Mapping

of international Internet public : policy issues, E/CN.16/2015/CRP.2, 17 April 2015, https://unctad.org/system/files/official-

document/ecn162015crp2_en.pdf Lag Wasu1dl, 1anu. 819uan.

8 Commission on Science and Technology for Development, Ibid., page 9.


https://unctad.org/system/files/official-document/ecn162015crp2_en.pdf%20และ
https://unctad.org/system/files/official-document/ecn162015crp2_en.pdf%20และ
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9 1p95U1897, 199U, D19Ka7. Ut 54
80 Commission on Science and Technology for Development, Ibid., page 10.

81 Commission on Science and Technology for Development, Ibid., page 12. ; https://www.nro.net/about/rirs/
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82 1@psu1aan, 197U, 919Ka7. NI 55.

8 European Digital Rights, 2012, ibid.

8% Commission on Science and Technology for Development, Ibid., page 14.

85 1pa5U1a97, 19797U. 919KA7. YN 59 - 60.

8 James Seng. 2009. “Why ICANN TLD Policy Imposes Severe Constraint on Development of Internationalized Domain Names”.
https://circleid.com/posts/20090720 icann_tld_policy imposes_constraint_internationalized_domains/

87 ETDA. %aiﬂmuﬁzﬁuuuaﬁLLUUﬁ”ﬂIJLLUUImJ (New Generic Top Level Domains). https://www.etda.or.th/getattachment/fdb6163d-
0411-4422-b1f3-9adc699d3b14/2-4-New-gTLDs_1-July-2014-Thai-V05-04(1).pdf.aspx?lang=th-TH
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8 |1Ap3U1a91, 19271, 819Ud0. %t 60 — 61.

g ma%maénaﬁ‘gdw 67 http://www.root-servers.org/

1 Commission on Science and Technology for Development, Ibid., page 17.

92 1@asu1aan, 197U, D19Ka7. NI 63.

3 Commission on Science and Technology for Development, Ibid., page 11.
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4 https://web3.foundation/
% Techsauce, Web 3.0 Aiagls vihludadudumnesidn The Next Era Tnssa$eiiugiudidey Tunisadrsdnsana Metaverse,

https://techsauce.co/tech-and-biz/what-is-web-three-point-zero
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% ICANN. 2013. “Montevideo Statement on the Future of Internet Cooperation”.
https://www.icann.org/en/announcements/details/montevideo-statement-on-the-future-of-internet-cooperation-7-10-2013-en
97 Kleinwachter, Wolfgang (2008). Multi-Stakeholder Internet Governance: the Role of Governments. In: Benedek, Wolfgang;
Bauer, Veronika and Kettemann, Matthias C. Internet governance and the information society, global perspectives and European

dimensions, eleven international publishing, Utrecht, 9-30, 10ff
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% UNGA resolution No 56/183 of 21 December 2001. World Summit on the Information Society

% Geneva Declaration of Principles, Building the Information Society: a global challenge in the new Millennium, WSIS-
03/GENEVA/DOC/4-E, 12 December 2003

100 Geneva Declaration of Principles 2003, paras. 1, 3; Tunis Commitment 2005) and para. 2

101 Geneva Declaration of Principles, para. 49
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102 Tunis Agenda for The Information Society, para 34.
103 Tunis Agenda for The Information Society, para. 35

104Tunis Agenda for The Information Society, para. 80 and 97
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105 Report of the Working Group on Internet Governance (2015), https://www.wgig.org/docs/WGIGREPORT.pdf
106 \WSIS-05/TUNIS/DOC/6(Rev. 1)-E, 18 November 2005, para 72.

107 https://www.intgovforum.org/en

108 |nternet Rights and Principles Coalition, Charter of Human Rights and Principles,

http://internetrightsandprinciples.org/node/367
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199 Human Rights and Information and Communication Technology, Proceedings of the 12th Informal Asia-Europe Meeting
(ASEM) Seminar on Human Rights, 27 - 29 June 2012, Seoul, Republic of Korea, page 50.

10 |ap5U1d9n, 199U, 2558, 819uan. it 21.
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111 Ambeyi Ligabo, A/HRC/7/14, 28 February 2008, para 74.

U2A/HRC/RES/26/13, 14 July 2014 ; A/HRC/RES/32/13, 18 July 2016

115 Frank La Rue, A/HRC/17/27, 16 May 2011, para 61.

1% bid.

15 https://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx

116 ITU. Global Connectivity Report 2022. https://www.itu.int/itu-d/reports/statistics/global-connectivity-report-2022/
17 UN General Assembly, A/RES/63/202, 28 January 2009 ; A/RES/69/204, 21 January 2015
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N ATRUAA YU (a comprehensive human rights-based approach) Tuni1sdauinazae18n15L0 104

118 Human Rights Council, A/HRC/RES/32/13, 18 July 2016

19 Human Rights Council, A/HRC/RES/12/16, 12 October 2009, para. 5 (m).

120 BBC. “Is access to the internet a fundamental human right?”. 8 March 2010.,
https://www.bbc.co.uk/blogs/haveyoursay/2010/03/is_access to the internet a_fu.html

121 Cerf, Vint (2012). Internet Access is not a Human Right. In: New York Times,
https://www.nytimes.com/2012/01/05/opinion/internet-access-is-not-a-human-right.htmt

122 Human Rights and Information and Communication Technology, Proceedings of the 12th Informal Asia-Europe Meeting

(ASEM) Seminar on Human Rights, 27 - 29 June 2012, Seoul, Republic of Korea, page 58.
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125 A/HRC/RES/20/8, para. 2.; A/HRC/RES/26/13, para. 2.; A/HRC/RES/28/16 ; A/HRC/RES/32/13, para. 2. ; UN General Assembly,
A/RES/68/167, para. 2.; A/RES/69/166, para. 2. ; A/RES/71/199, para. 2.; UN General Assembly, A/RES/73/179, para. 2.

12% Joint declaration on freedom of expression and the interet, 1 June 2011,
https://www.osce.org/files/f/documents/e/9/78309.pdf

125 A/66/290, para. 63.
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2. International Mobile Subscriber Identity catchers
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9. NMsaendadlulaning (Mass surveillance)
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